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Introduction

Although endowed with a profound his-
torical and cultural heritage, the Balkans
have been persistently marked by a climate
of insecurity and instability, often manifest-
ing in turbulent and disorderly dynamics.
Seen from a geopolitical perspective, the
Balkans clearly matter in terms of Europe’s
overall security. What happens in the re-
gion often shapes how stable the Europe-
an Union (EU) can remain, so treating the
two as separate is unrealistic. It is equally
untenable to argue that the instability and
conflict in the Balkans would remain with-
out consequences for Europe at large and
the broader international security frame-
work. Hence, the Balkans represent a ge-
ostrategically significant nexus central to
both European affairs and the wider inter-
national order. Their prominent status in
the tangible geopolitical arena is poised to
maintain equal significance within cyber-
space, which constitutes the new opera-
tional domain of 21st century international
relations.

In the current century, rapid technological
change and widespread digital integration
are reshaping virtually every dimension of
human activity. Cyber issues in internation-
al relations have changed a lot and don't
fit the old models anymore. With many dif-
ferent players active in cyberspace today,
it's more complicated than ever to predict
and control what happens on a global lev-
el. Considering the intricate and opaque

nature of cyberspace, the offensive and de-
fensive capabilities and tools possessed by
actors in cyber international relations may
be increasingly favored as a testing ground
for competition between major powers
in a region such as the Balkans, which is
plagued by instability and insecurity in the
real world. Recent increases in cyberattack
incidents within the Balkans substantiate
this assessment. Therefore, the complete
adaptation of the Balkans to global tech-
nological transformation and the establish-
ment of a cybersecurity architecture across
the region is essential for the national se-
curity of Balkan countries, EU security, and
international security.

This study will examine the overall cyber-
security landscape in the Balkans, followed
by an analysis of prominent cybersecurity
threats in the region based on recent cy-
bersecurity incidents. Ultimately, the study
will highlight areas where cooperation
needs to be developed. In today's world,
where the impact of the digital domain on
the physical world has reached unprece-
dented levels, a sensitive and fragile region
like the Balkans requires even greater at-
tention than ever before.

This study explores recent cyberattacks
and threats in the Balkans to highlight po-
tential areas for cooperation. This analysis
provides a fresh perspective on the Balkans’
role in cyberspace and the development of
its cybersecurity. In doing so, it contributes
meaningful insights to the broader aca-
demic conversation.



Fifth Domain of
International
Relations: Cyberspace
and Security

It is clear that the shift initiated in con-
temporary international relations during
the mid-20" century has progressively
developed into a comprehensive transfor-
mation driven by information and tech-
nology in the early 21 century. Informa-
tion now plays a significantly larger role in
how countries and global actors interact,
particularly through advancements in
science and technology. This change has
prompted many international relations
scholars to reassess key theories by con-
sidering how science and technology are
shaping today’s global landscape. To such
an extent that traditional concepts have
been redefined within the cyber domain:
Threats are now framed as ‘cyber threats,
weapons as ‘cyber weapons, attacks as
‘cyber attacks, wars as ‘cyber wars, secu-
rity as ‘cybersecurity’ and power as ‘cyber
power’ The traditional domains of power
rivalry in international relations —land, sea,
and air— have been expanded to include
two novel domains: outer space and cy-
berspace. The ongoing competition with-
in these emerging domains has produced
significant and direct ramifications for the
structure and functioning of the global
international system. Cyberspace is now
widely regarded as a new arena of inter-
national relations, often referred to as the
‘ifth domain’ (Rid, 2013). Its rise has chal-
lenged long-standing ideas about state

control, physical borders, and national
sovereignty (Withers, 2015).

Moreover, the intersection of the physical
and cyber realms has expanded the range
and diversity of actors engaged in 21 cen-
tury international relations (Choucri et al,
2012). Within this framework, cyberspace
may be broadly conceptualized as a global
networked environment wherein various
information technology infrastructures —
such as the Internet, computers, servers,
and processors—are interconnected (Kuehl,
2009). Cyberspace is a rapidly evolving and
complex domain where everything is in-
terconnected globally. This unique nature
brings both new security risks and oppor-
tunities (Choucri, 2012). Information now
plays a significantly larger role in how coun-
tries and global actors interact, particularly
through advancements in science and
technology. Many experts in international
relations are reevaluating long-held ide-
as as science and technology continue to
transform the world. These changes speed
up how quickly things evolve and make re-
gions more connected and dependent on
each other. This ongoing transformation,
driven by fast technological progress and
growing interdependence, is often referred
to as ‘complexity, a key characteristic of
cyberspace (Dunn Cavelty, 2008). Within
this complex cyber environment, cyber-
security encompasses any strategy, meas-
ure, or policy aimed at securely monitoring
priority targets by accounting for both of-
fensive and defensive actions of actors in
the cyber domain, alongside safeguarding
the confidentiality, integrity, and availabili-
ty of information (Dunn Cavelty, 2025). The
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cyber domain is complex and constantly
evolving, rapidly connecting many aspects
of the physical world. This creates real chal-
lenges for countries and other cyber actors,
pushing them to develop stronger cyber-
security strategies and improve their attack
and defense capabilities. The rapid growth
of cyberspace now affects key issues in in-
ternational politics. Still, states continue to
be the main players in global affairs. Given
their importance for security and stability,
regions like the Balkans, where security
challenges have long affected the EU, are
likely to see increased use of cyber offen-
sive and defensive tools. Additionally, the
Balkans may be selected as a strategic are-
na for the testing of cyber capabilities amid
rivalries among major powers within the
cyber domain. Hence, the full adaption of
the Balkans into technological transforma-
tion, alongside the formulation of effective
cybersecurity strategies and the enhance-
ment of cyber capabilities, is critically im-
portant for ensuring both regional stability
and the broader framework of internation-
al security (Erdem, 2021).

Cyber Portrait of the
Balkans

Whereas numerous Western European
states have begun implementing nation-
al mechanisms to address the rising inci-
dence of cyber threats, countries in the
Balkan region appear to be trailing in the
development and institutionalization of
comparable response mechanisms. The es-
calating risks and cyber threats emerging
from rapid digital transformation across

multiple sectors —-ranging from public ad-
ministration to banking, finance, industry,
and critical infrastructure— underscore the
inadequacy of operational and institution-
al frameworks in the Balkans, revealing the
region’s limited capacity to effectively con-
front the disruptive challenges posed with-
in the cyber domain. Estimates suggest
that a cyberattack of moderate magnitude
on a Balkan country could generate direct
financial losses amounting to several mil-
lion euros per day (Minovi¢ et al,, 2016).

The European Commission’s introduction
of the Digital Agenda for the Western Bal-
kans in 2018 marked a strategic move to
embed the region more deeply within the
evolving digital order. While framed within
the Western Balkans Investment Frame-
work (WBIF), the initiative allocated €30
million in grants to six non-EU states— Al-
bania, Bosnia and Herzegovina, Kosovo,
Montenegro, North Macedonia, and Ser-
bia. These funds aim to address persis-
tent gaps in digital infrastructure, support
sectoral modernization, and cultivate dig-
ital literacy and research potential. Never-
theless, the extent to which this agenda
leads to sustainable digital integration is
subject to broader structural and political
dynamics (European Commission, 2018).
Meanwhile, the emergence of the pan-
demic of the novel virus known as ‘coro-
navirus' in 2019 has had a positive effect
on the evolution of the cyber landscape
of the Balkans. During this period, several
Western Balkan countries, supported by EU
funding, launched e-government projects
to improve digital public services. Tech-
nological changes moved forward rapidly,



especially in healthcare, education, and
public administration. At the same time,
increasing internet access throughout the
region helped speed up the move toward
digitalization (Ordoégh, 2023). Rapid tech-
nological progress is helping the Balkans
grow socially and economically. Adapting
to these changes not only supports eco-
nomic growth but also makes everyday life
better across the region. Nonetheless, the
pronounced digital divide between rural
and urban regions in the Balkans, alongside
inadequate investment in infrastructure,
hinders the full realization of technological
transformation and the attendant benefits
(Parezanin, 2024). The OECD (2023) report
identifies digitalization as one of the five
principal factors driving economic con-
vergence as well as sustainable and inclu-
sive growth within the Western Balkans.
By 2023, the Western Balkans have shown
promising progress in meeting EU stand-
ards in cyberspace, especially through im-
provements in digital infrastructure and
technology. However, the region still lags
behind when it comes to developing dig-
ital skills. Technological progress in the re-
gion appears to be driven primarily by the
imperative to align with EU accession ob-
jectives; however, it is noted that the exist-
ing legal frameworks remain insufficiently
developed to meet the desired standards
(OECD, 2023). Consequently, while national
strategies aimed at adapting to the cyber
domain have been formulated —especially
within Western Balkan states— the overall
pace of advancement remains compara-
tively sluggish. Although the EU has pro-
vided financial support, efforts to improve
IT education for citizens and invest in digital

infrastructure still fall short of expectations.
As a result, the Balkans continue to lag be-
hind the EU in developing a strong cyber
presence. Weaknesses in cyber capabilities
within the context of 21 century inter-
national relations generate a multitude of
risks and vulnerabilities.

Current Cyber Threats

in the Balkans

The COVID-19 pandemic accelerated digi-
tal transformation worldwide, transforming
the way governments and companies op-
erate. As a result, cyber incidents became
more noticeable, and threats and attacks
began to rise, involving a wider range of
actors. Since 2020, the global cyber threat
landscape has been dominated by a vari-
ety of high-impact attack vectors, includ-
ing ransomware, zero-day exploits, com-
mercial espionage operations, phishing,
supply chain compromises, crypto mining
malware, and intrusions targeting cloud-
based infrastructures. In the context of the
Balkans, this region is affected by global
cyber actions in two ways: Firstly, rather
than being subjected to directly targeted
cyber-attacks, the Balkans are often affect-
ed by the collateral consequences of cy-
ber-attacks that are disseminated globally.
Secondly, prominent state and non-state
actors in the cyber domain —most notably
Russia and China— may exploit the region
as a strategic testing environment to refine
and project their cyber capabilities. There-
fore, no direct specific interest of the major
threat actors of cyber international rela-
tions towards various targets in the Balkan
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geography has been recorded so far (PwC,
2022).

It can be posited that geopolitical tensions
in the region are the predominant factor
shaping cyber threats and cyber-attacks
in the Balkans. Based on this understand-
ing, the cyber security architecture of the
Balkans can be understood through three
dimensions: public institutions, media or-
ganizations, and critical infrastructure. Par-
ticularly in light of developments between
2020 and 2025, it becomes evident that
the cyber threat landscape confronting the
Balkan cybersecurity architecture has been
marked by a steady intensification in both
the complexity and frequency of malicious
activities. In countries such as Bosnia and
Herzegovina, Albania, Montenegro, North
Macedonia, Kosovo and Serbia, there has
been a notable increase in incidents of ran-
somware, data breaches, phishing and dis-
tributed denial-of-service (DDoS) attacks.
These evolving threat patterns hold the po-
tential to severely undermine fundamental
societal pillars such as freedom, democracy,
and social security. To address these chal-
lenges, regional authorities are developing
a range of cybersecurity skills. Their efforts
include creating new legal frameworks, es-
tablishing specialized technical teams, and
developing detailed national cybersecurity
strategies (Elshani, 2025).

Since 2020, reported cyber incidents
worldwide have increased by more than
30%. This pattern is similarly discernible
within the Balkan region. Let us briefly ex-
amine the prominent and recorded cyber
incidents that have emerged in Balkan
countries particularly after 2020:

During the parliamentary elections in
North Macedonia in 2020, the Election
Commission’s digital platform experienced
atemporary outage as a result of sustained
DDoS attacks. Subsequently,in 2022, cyber-
attacks orchestrated by a hacker collective
identified as 'the Greek Hacking Team Net-
watchers'targeted both the public services
website and the Ministry of Education’s on-
line portal (Marusic, 2022). Between 2021
and 2022, Albania experienced several
advanced ransomware and wiper attacks
targeting critical infrastructure in both the
government and private sectors. These
attacks caused significant leaks or losses
of confidential data. Attribution points to
possible involvement by groups based in
Iran and Russia (Oghanna, 2023). In 2022,
Montenegro was targeted by cyberattacks
that affected its transportation, telecom-
munications, and public services. Officials
called these attacks the most extensive and
complex the country has faced. These ag-
gressive intrusions precipitated extensive
service outages nationwide, with evidence
suggesting that the principal objective was
the state-owned energy enterprise, EPCG
(Reuters, 2022). As noted by Kurtic (2023),
Bosnia and Herzegovina experienced a
surge of over 9.2 million cyberattacks in No-
vember 2022, directed at a broad spectrum
of targets nationwide. Around one-third of
these incidents were DDoS attacks, mainly
aimed at government agencies and media
institutions. In 2022, Serbia was hit by a se-
ries of cyber intrusions that put sensitive
public-sector data at risk and threatened
key parts of its energy infrastructure. Offi-
cial reports show that these breaches ex-
posed citizens' data without authorization



(Elshani, 2025). In 2022, Bulgaria suffered a
major DDoS attack, believed to have been
carried out by groups connected to Russia.
The assault targeted the digital infrastruc-
ture of several high-level governmental
bodies, including the Presidency and the
Ministries of Interior, Defense, and Justice
(Paganini, 2022). In the latter half of 2022,
Greece witnessed a marked escalation in
ransomware and DDoS attacks targeting
a wide array of sectors— including health-
care, finance, transportation, and critical
segments of both the production and ser-
vice industries. In light of the scale and in-
tensity of these cyber incidents, Greek de-
cision-makers enacted the establishment
of a National Cybersecurity Authority as a
strategic institutional response (Stamatou-
kou, 2023). In 2022, Slovenia documented
cyberattacks directed against its Ministry
of Defence and national police agency.
The following vyear, the country’s leading
electricity provider faced a series of cyber-
attacks. Some sources pointed to China,
though details remain unclear. These were
among the most serious digital incidents
the country had seen. Luckily, most sys-
tems stayed online, and major disruptions
were avoided (Francesca, 2023). In 2024,
Croatia’s largest hospital —along with sev-
eral banks, beverage producers, and chem-
ical companies— was targeted in a series of
well-planned ransomware attacks. These
breaches temporarily disabled their IT sys-
tems, as noted in official reports (Tesija,
2024).

Recent cyber incidents in the Balkans
demonstrate that cyber threats transcend
simple electronic system disruptions; they

are strategically designed to capitalize on
operational vulnerabilities for economic
advantage, gather intelligence advanta-
geous to specific interest groups, and fo-
ment widespread societal fear, panic, and
disorder. Within this framework, interna-
tional data shows that the main global cy-
ber threats are DDoS attacks, which block
access to services, and data breaches that
compromise data privacy (Ceko, 2024).
Likewise, the Balkans have recently expe-
rienced a significant increase in DDoS at-
tacks, phishing attacks, and ransomware
incidents. The COVID-19 pandemic in-
duced acceleration of technological trans-
formation has substantially broadened the
cybersecurity threat landscape across the
Balkan region, with regional authorities
documenting a marked escalation in the
frequency of detected cyberattacks. This
consistent rise in cybercrime within the
Balkans constitutes a predominant factor
shaping the threat environment of the
region’s cybersecurity architecture (PwC,
2022). Building cybersecurity in the Bal-
kans' complex digital environment hinges
on forming strong, focused partnerships at
both national and regional levels. These ef-
forts should reflect the specific needs and
structural realities of each country involved.

Cooperation Areas

Cyber incidents have clearly been on the
rise across the Western Balkans in recent
years, and this isn't an isolated trend. It
reflects a wider global shift where cyber-
space has moved to the heart of interna-
tional politics. Some now even call it the
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fifth domain of global rivalry. The problem
is that the region isn't well-prepared to
handle this shift. Political systems are often
fragmented, resources are tight, and digi-
tal governance remains patchy at best. This
makes the Balkans especially susceptible
to cyber threats that go beyond technical
disruption, they are usually laced with po-
litical messages and strategic intent. Gov-
ernments can no longer wait to respond
only after cyberattacks happen. They must
build strong cybersecurity strategies from
the ground up and make them a core part
of how the country is run. This requires
better cooperation, more innovative use of
resources, and a mindset change—view-
ing cybersecurity as essential, not a luxury.
A weakened cybersecurity architecture in
the Balkans equates to a diminished stra-
tegic posture of the region’s states within
the broader global security order (RegTech,
2025). In this context, moving faster on
both regional and international coopera-
tion is essential. Working together across
borders makes cyberattacks less likely to
succeed and helps ease the damage when
they do happen. A clear example of this
was seen in Albania in 2022 when the gov-
ernment collaborated with Microsoft and
the FBI to mitigate the impact of a major
cyberattack (Elshani, 2025).

At the same time, there’s still a real need for
Balkan countries to take cybersecurity more
seriously within their technical systems.
That means putting better rules in place
and developing national strategies that ac-
tually work on the ground. Although many
governments in the region have drafted
such plans, these efforts often come as

reactions to outside pressure —mainly from
the EU and other global actors— rather
than from internal priorities. Cybersecuri-
ty reforms in the Balkans should originate
from within the region rather than being
imposed from outside. For these efforts
to be sustainable and contextually rele-
vant, local actors must take ownership and
shape reform processes in line with their
institutional realities and strategic priori-
ties. In parallel, the region would benefit
from the establishment of dedicated op-
erational units, improved coordination
among key stakeholders, stronger political
engagement on cyber matters, and the de-
velopment of cross-sectoral collaboration
capacities (Minovi¢ et al., 2016).

It's still challenging to get people in the
Balkans to understand the importance of
cyberspace fully. One practical step would
be to introduce steady, long-term educa-
tion on cybersecurity. This kind of effort
can grow local know-how and give peo-
ple the tools they need to handle digital
threats better. In this process, the EU and
NATO have a central role to play, with inter-
national tech companies also in a good po-
sition to offer support (Zweers et al., 2025).

Conclusion

The Balkans hold a fragile place in today’s
global security environment. Its long histo-
ry of unrest has made it hard to build and
sustain peace. Deep divisions —social, po-
litical, and cultural- continue to challenge
efforts to create lasting political trust. As
a result, ‘instability; ‘tension; and ‘conflict’
remain central features of the region. The



performance of such a troubled geogra-
phy in adapting to the technological trans-
formations occurring within 21 century
contemporary international relations is
anticipated to have direct implications not
only for the security and stability of the Bal-
kans themselves but also for global power
dynamics. Indeed, the primary arena of the
modern international system has shifted
into cyberspace —widely recognized as the
‘fifth domain’= where actors, actions, pol-
icies, strategies, and capabilities increas-
ingly redefine and reconstruct the global
balance of power. In today’s world, virtually
all facets of human activity have been inex-
tricably integrated into this digital domain.
What is even more striking is the irreversi-
ble nature of this transformation. For these
reasons, one of the foremost prerequisites
for becoming a strong, secure, and stable
actor in 21 century international relations
is the ability to project strength, security,
and stability within cyberspace itself.

Technology and digitalization have ad-
vanced rapidly, particularly since the COV-
ID-19 pandemic began in 2020. This has
caused a noticeable rise in cyber incidents
around the world. The Balkans have seen a
similar trend, which has drawn a lot of at-
tention. Due to the region’s long history of
conflict, there is growing concern that sim-
ilar instability could spill over into the dig-
ital space, posing even greater risks. Most
cyberattacks recorded thus far in the Bal-
kans have not directly targeted the coun-
tries themselves. It appears that key global
cyber powers have repeatedly used the
Balkans as a testing environment for both
offensive and defensive cyber operations.

Although the region has not yet experi-
enced the most severe consequences, its
overall cyber posture still requires serious
and immediate improvement. Across Bal-
kan countries, the most prevalent forms of
cyber threats and attacks have been identi-
fied as DDoS attacks, phishing attacks, and
data breaches. Critical infrastructures, par-
ticularly in the industry and energy sectors,
frequently face cyberattacks. These threats
show serious weaknesses. Cyber risks in
the region are hard to ignore now. Leaders
need to act more to prevent lasting dam-
age. The difference between digital attacks
and real-life effects is getting harder to see.
Looking at the Balkans' cybersecurity situ-
ation, it's clear that many decision-makers
still don't fully grasp how serious these
emerging threats are. The line between
digital and physical consequences is al-
ready beginning to blur. A closer examina-
tion of cybersecurity in the Balkans reveals
that many leaders still do not fully com-
prehend the severity of emerging digital
threats. Digital governance rarely tops the
list for governments, and action typically
comes only after a serious issue arises.

Strengthening cybersecurity across the
Balkans isn't just a technical task; it should
be part of the region’s long-term strategic
thinking. Although some countries have
put national strategies in place, many of
them still struggle to turn plans into prac-
tice due to coordination and capacity is-
sues. International actors —especially the
EU and NATO- have launched targeted
efforts to support cybersecurity develop-
ment in the region. But for these efforts
to be truly effective, Balkan governments
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need to view them not just as sources of
funding but as opportunities to strength-
en the digital foundations of national
sovereignty in an increasingly contested
cyberspace. Many people in the Balkans
still lack the digital skills needed to navi-
gate today’s increasingly connected world.
Changing this will take time, as building a
stronger digital mindset across societies
doesnt happen overnight. At the same
time, cooperation between countries on
cybersecurity matters has not yet reached
its full potential. Better infrastructure, en-
hanced training for professionals, and eas-
ier ways to share knowledge could have a
tangible impact if backed by steady effort
and long-term thinking. Public education

and well-prepared cyber response centers
would also help, especially when they are
part of a broader plan to raise awareness
and strengthen resilience across society.

To summarize, cyberspace continues to
expand and become increasingly com-
plex. This development is permanent, and
everyone involved needs to recognize its
importance and respond thoughtfully.
The deliberate construction of a ‘secure,
‘informed; and ‘stable’ cyber environment
in the Balkans —serving as a digital coun-
terpart to the region’s entrenched physical
‘insecurity’— is critically vital to regional, na-
tional, and global security architectures.
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